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Building Digi rust: Enabling Cloud Sovereignty through Policy and Technology

EXECUTIVE SUMMARY

Building Digital Trust: Enabling Cloud Sovereignty through Policy
and Technology

Cloud computing revolutionised the information technology landscape by enabling access to computing
resources over the internet with numerous benefits including scalability, agility, cost reduction, enhanced
security, and resiliency. It is now a critical driver of digital transformation and economic development, with
both public and private organizations increasingly adopting cloud services to drive innovation and efficiency.
Government initiatives and policy support through the Gl Cloud (MeghRaj) initiative, have further
accelerated this adoption.

However, the rise of cloud computing has raised concerns about data control, security, and compliance,
rooted in the absence of digital trust. In this context, cloud sovereignty has emerged as a strategic priority to
address these concerns. Cloud sovereignty refers to the ability of a user to control their data, applications,
and infrastructure within a cloud computing environment, while complying with local laws. It is a subset of
digital sovereignty, which encompasses broader control over the digital infrastructure within a country’s
boundaries.

This report outlines the key pillars of cloud sovereignty: data residency, control and ownership of data,
resiliency, security and data protection, jurisdictional control over data, and portability. Each of these pillars
is crucial for ensuring that data is managed securely and in accordance with local regulations, while
retaining jurisdictional and operational autonomy. Through this report, we will test our hypothesis: that
existing technical controls and regulations can provide sovereignty and control to users of cloud computing.
We examine how jurisdictions around the world (such as China, the EU, Australia, and the US) approach
cloud governance and sovereignty and vary in their approaches, from strict state control to light-touch
regulation.

We then assess India’s approach to cloud sovereignty and identify how different stakeholders in the cloud
ecosystem can uphold the pillars we have outlined. Cloud services in India are governed by a combination
of nodal and sectoral regulations, the empanelment framework, guidelines and best practices issued by the
government, and through contractual agreements. We undertake an analysis for each pillar to determine
how sovereignty on the cloud is enabled through the above-mentioned mechanisms, in addition to technical
controls employed by cloud providers or cloud users.

This analysis informs our recommendations for strengthening cloud sovereignty in India. These include
adopting a technology-first approach, enhancing India’s cloud capabilities through public-private
partnerships, providing a simplified and enabling data classification framework, reinforcing jurisdictional
control through Mutual Legal Assistance Treaties (MLATs), and aligning to international standards to
promote portability. By implementing these measures, India can further strengthen its burgeoning cloud
ecosystem - key to powering its digital economy - while retaining its digital sovereignty, thereby building
digital trust.
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INTRODUCTION

As per the National Institute of Standards and Technology (NIST), cloud computing is defined as “a model
for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing
resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and
released with minimal management effort or service provider interaction.”

At its simplest, cloud computing is a way of delivering computing resources to organisations as a utility
service via a network (typically the internet) and generally scalable up and down according to user
requirements. In other words, customers ‘rent’ computing resources - which can range from raw processing
power and storage (servers or storage equipment) to even full software applications - from third parties
when needed, instead of purchasing their own. This allows them to turn capital expenditure to operating
expenditure, thus reducing their own liabilities.

CHARACTERISTICS OF CLOUD COMPUTING
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As public and private organisations increasingly adopt cloud computing, it has become a critical driver of
economic development globally, revolutionising the way businesses operate, innovate, and interact with
their customers. The benefits go beyond cost saving: the cloud offers scalable resources enabling
organisations to adapt quickly and efficiently to changing demands and seasonal workloads, lower latency
to cater to customers globally, and enhanced security and resiliency, allowing organizations to focus their
resources on innovation. Additionally, the cloud enables access to IT resources and emerging technologies
like Al and machine learning, providing organizations the speed and agility to accelerate innovation.
Widespread adoption of cloud has accelerated the rapid growth of entrepreneurial tech businesses and
start-ups.?

In the public sector, aligning with the objectives of the Digital India mission, the government prioritised cloud
adoption and operationalised this through the Gl Cloud (MeghRaj). This initiative introduced the
empanelment process through which cloud service providers that follow a set of common protocols,
guidelines and standards issued by the government including strict requirements of data centre facilities
being located in India® can provide their services to government departments and public sector enterprises.
The development of citizen-centric applications required scalable and flexible infrastructure with appropriate
security and resiliency requirements has furthered cloud adoption.* For example, DigiLocker, India’s digital
wallet for storage and verification of documents uses cloud services to store over 900 crore documents.® In
the private sector, the major drivers for cloud adoption have moved beyond cost and business continuity
requirements to modernising data infrastructure, business growth, and collaboration and workplace
productivity.
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Clouds can be deployed through multiple models:

1.Private cloud: Where relevant infrastructure is owned by, or operated for the benefit of, a single large
customer or a group of related entities.

2.Community cloud: Where infrastructure is owned by, or operated for, and shared among a specific
group of customers with common interests, such as government agencies or financial institutions.

3.Public cloud: Where infrastructure is shared among multiple customers using the same hardware and/or
software.

4.Virtual Private cloud: Where there is a logical separation of infrastructure (server, storage, network)
from other offerings of the cloud service provider with strong/robust tenant isolation. Here, a secured,
isolated private cloud is hosted within a public cloud, where cloud users can access and run the same
functions as in an ordinary private cloud, but hosted remotely by a public cloud provider. This combines
the scalability and convenience of a public cloud with the data isolation of a private cloud.

5.Hybrid cloud: Where there is a mix of on-premise, private and public cloud services with orchestration
between these platforms. In some instances, certain workloads cannot easily migrate to the cloud since
they need to work with local datasets, share data with on-premises applications with limited latency, or
meet regulatory requirements.

The IDC estimates the Indian public cloud services market to grow to $25.5 billion by 2028,° driven by
digital transformation, GenAl and cloud migration. As many as 80% of larger companies and 83% of mid-
sized companies in India have more than a third of their data on the cloud,” with this number on the rise.

In the public sector, the MeghRaj initiative led over 300 government departments using cloud services,® and
enabled the rollout of population scale governmental projects. For example, in 2021, the Ministry of Health
and Family Welfare engaged MeitY to build an application to power to power its large-scale COVID-19
vaccination. To facilitate this, MeitY built and rolled out the Co-Win application on AWS cloud, through
which the app was able to scale in seconds to handle user registrations, consistently support 10 million
vaccinations daily, and supported peak loads delivering 25.1 million vaccinations.® The Open Network for
Digital Commerce (ONDC), the Department for Promotion of Industry and Internal Trade’s initiative to
facilitate e-commerce on an open protocol network, built its architecture using Google Cloud. This provided
ONDC the ability to scale from 30 transactions per month to 14 million per month one year after launching.™

AADHAAR DigiLocker

& esaneevant™ ;‘ API Setu C -WIN

............... Winning Over Cavid-19

DIKSHA el Pusha‘n-Trél;',kér

Indicative List of Population-Scale Government Projects Rolled out on the Cloud
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As the government scales digital delivery of citizen services, this expansion, along with increased adoption
of Al-driven applications will require scalable, high-performance cloud infrastructure, and consequently,
data centre facilities. As of 2023, India’s colocation data centre capacity stands at around 977 MW, remains
inadequate to keep up with growing demands."" For example, the United States leads in terms of installed
capacity at 8201MW, followed by China with 3208MW and the UK with 1202 MW. While accounting for
population and growing demand, India significantly lags. Data centre capacities in the country will need to
be augmented further to meet India’s growing data consumption and digitalisation needs and catch up with
other comparable nations. Meeting these demands requires a collaborative and participative approach. The
Indian government, cloud service providers, and industry stakeholders must work together to accelerate this
growth. There is scope for international collaboration as well; for example, the recently announced U.S.-
India TRUST ("Transforming the Relationship Utilizing Strategic Technology”) initiative emphasises
cooperation towards industry partnerships and investments in next generation data centers.'

As the government and private stakeholders increase digitization efforts and shift their workloads to the
cloud, there may be concerns regarding the perceived loss of control over their digital assets. These
concerns are rooted in the lack of digital trust, which can be strengthened by asserting sovereignty.

An essential aspect of a country’s sovereignty is its ability to control resources and people in its territory.'
But traditional notions of sovereignty are challenged by the internet, which is inherently amorphous,
decentralised and not restricted by geographical boundaries. The concept of digital sovereignty has gained
currency over the past few decades as governments seek to reassert their authority over the digital
sphere.™ It can be seen as the need for control over the different layers of the internet, including physical
infrastructure, the standards and rules that govern the software code, as well as the ownership and use of
the underlying data.™

Cloud sovereignty can be thought of as a subset of digital sovereignty, where the owner asserts control
over their data, applications, and account management within a cloud computing environment. It has
emerged as a critical issue due to the growing reliance on cloud services to drive digital transformation and
innovation. Cloud sovereignty can be understood as a composite of the following aspects:

. Data sovereignty: This refers to an organisation’s authority over its data, including safeguarding it
against unauthorised access while stored on the cloud. Some aspects of this would be access controls
that limit the use to designated or permitted users, data governance based on internal policies, and
adherence to any data residency regulations.

. Operational sovereignty: This refers to an organization’s ability to maintain visibility and control over
their operations in the cloud while ensuring business continuity, resiliency and regulatory compliance.

. Technical sovereignty: This refers to the ability of organisations to run workloads and applications on
the cloud without running the risk of vendor lock-in and having the flexibility to migrate their workloads
to other cloud environments if required.

Nations and organisations are increasingly concerned about who controls their data and applications and
where they reside, fearing potential foreign influence, surveillance, or data breaches. This has driven the
call for increased regulations and the development of localised cloud solutions in a bid to ensure data
remains under the control of the user, safeguarding privacy, security, and autonomy. However, this impulse
overlooks the fact that existing regulatory frameworks, technical controls and contractual agreements can
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offer enforceable, real-time safeguards for cloud sovereignty to ensure data security, access control,
compliance and autonomy. In this report, we will identify certain innate characteristics of cloud sovereignty,
and map out how they are informed by regulations, policies, guidelines, technical controls, industry best
practices and rules to varying degrees.
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CHAPTER 2: DEFINING THE PILLARS OF CLOUD SOVEREIGNTY

When factoring in the different aspects of cloud sovereignty, it can be understood as constituting the
following key pillars: data residency, control & ownership of data, security & data protection, resilience, and
data control, ensuring jurisdictional autonomy and portability. These pillars are not exhaustive, as regulatory
shifts and technological advancements will continually reshape sovereignty needs. While recognising that a
flexible, adaptive approach is essential to address emerging challenges, in this section we flesh out the
identified core pillars which we consider to be innate to cloud sovereignty.

1. Data Residency

Data residency refers to the geographical location of the data itself, i.e., where it is stored and whether it is
subject to the laws of that region. This is often interchangeably used with data localisation, which refers to a
mandate that data remains on servers within a specific location and jurisdiction, usually where it was
generated. However, while data residency is rooted in ease of access and compliance, data localisation is
often motivated by concerns about data privacy, security and government access to data.

In a cloud environment, consumers retain the right to choose where their data is stored with the flexibility to
host data on multiple cloud locations across various geographies. Users must balance their need for agility
and latency with requirements of security for their applications and their data, and compliance with
regulations.'®

2. Control & Ownership of Data

Organisations storing their data in the cloud should be able to decide where it is stored, how it is secured,
and who can access it. User control over data is essential as there is a greater perception of loss of control
by a cloud user in comparison to an on-premise storage solution. Thus, user autonomy and control over
data is crucial to build trust in the cloud solution and mitigate concerns of loss of control or transparency.

User ownership and control of data are ensured through a combination of technical measures including
encryption tools, customer-managed keys, hardware security modules (HSM), and operational measures
such as robust identity and access management (IAM) systems and strong multi-factor authentication that
ensures role-based access,'” ensuring only authorised users can access their data.

3. Security & Data Protection

Security

As organisations (including governments) increasingly rely on cloud services to store, process, and manage
business critical data, they will need to ensure their security objectives are being met. The basics of cloud
security are not unique in scope as information theft, attacks and human error can occur both online and in
physical networks. However, as users migrate to cloud services and incorporate cloud-based tools and
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services as part of their infrastructure, in addition to the security of the cloud, new challenges concerning
security may arise because of misconfigurations and poor authentication controls by the user. To ensure
security, both the CSP and the customer have roles to play in securing the cloud environment.

Cloud security is a shared responsibility between the cloud service provider and user. The user has
absolute ownership and control of the data and applications stored in the cloud environment and are
consequently responsible for ensuring security of this aspect. The cloud service provider on the other hand
is responsible for security of the cloud itself. This allocation of responsibilities recognised by MeitY'® is the
“shared responsibility model” which clearly defines that the CSP is responsible for the security “of’ the
cloud, while the customer is responsible for the security “in” the cloud. As detailed below, there is a varying
degree of responsibility based on the cloud services enlisted. In all scenarios, the CSPs cannot assume
responsibility of their customers data, or how their applications are used.

Example of a Shared Responsibility Model in Governmental Use of Cloud

4 Data Governance and )
Accountability
Government Department End
el Government
Department
Cloud Account & Access Responsibility
Management
Cloud Services
Configuration
NS J
4 )
Identity/Directory - -
Services
Responsibility
Application - Depends on
Services
Network Controls . . -
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Physical Compute, Network,
Storage, OS
Cloud Service
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Data Protection

The secure storage, processing and management of the data entrusted to the cloud is of paramount
importance, often because of the sensitivity and volume of data being processed' and concerns of
unauthorised access and breaches might arise. In this context, data protection laws play a critical role in
safeguarding processing of personal data, preventing potential harm to data principals. Many countries
have adopted general data protection and privacy laws that apply to government and private-sector
activities that involve the processing of personal data. Most data protection legislations regulate processing
of personal data to protect individual data principals against unauthorised collection, storage, use and
dissemination of their personally identifiable information.*® These laws generally impose conditions under
which processing of personal data is legitimate and prohibits processing where it is likely to have a
detrimental effect on the data principals.

3.1 Data Classification & risk-based security controls

The first step towards ensuring data protection is to classify data based on critical parameters that ensures
continued innovation on the cloud while implementing appropriate security measures. Data classification
refers to the identification, categorisation and labelling of data stored in cloud systems, based on its
sensitivity, worth and business importance along assorted characteristics (such as data type, users,
content, context, level of risk in case of disclosure, origin, and level of access). This allows for tailored
protection and efficient access control to the data. Security classification, particularly of sensitive data, is
crucial for safeguarding critical data and minimising risks. This exercise can be carried out by the owner of
the data, which in case of the cloud environment is the cloud user. Automated tools and algorithms that use
predefined rules can be used to scan and analyse data for classification of large data sets by users,
following which appropriate cloud deployment models and security measures can be selected.

3.2 Identity & Access Management

Identity and Access Management (IAM) ensures only authorised individuals and systems can access
sensitive data and resources, even when using third-party cloud providers. By implementing the principle of
selective privileges and imposing segregation duties, IAM solutions eliminate unauthorised access and
information loss/theft. IAM solutions enable organisations to manage user identities, enforce role-based
access controls, and implement multi-factor authentication to prevent unauthorized access.?' Effective IAM
systems provide visibility into who accessed what data and when, supporting accountability and auditability.

3.3 Encryption

Encryption, a cybersecurity fundamental, ensures safeguarding data at rest, in transit, and in use. By
converting data into an unreadable format that can only be unlocked by a unique digital key owned by the
user, encryption adds a layer of security by ensuring that data remains unintelligible even if it is intercepted
or accessed without authorization. Data at rest refers to information that is stored on physical or virtual
storage devices, including databases, file systems, and backups. Encrypting data at rest allows
organisations to retain control over their data from unauthorised access regardless of the physical location
of the cloud servers. Data in transit refers to information that is being transferred from one location to
another, such as between a user and a cloud service or between different cloud environments. Without
adequate encryption, data in transit is vulnerable to interception, man-in-the-middle attacks, and other cyber
threats. Encryption protocols such as Transport Layer Security (TLS) ensure that data is securely
transmitted, maintaining confidentiality and integrity throughout its journey. To enhance protection of data in
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use, a traditionally vulnerable stage in the data lifecycle, certain CSPs have developed advanced
technologies and confidential computing capabilities that create isolated and secure environments to limit
unauthorized exposure and enhance security even while data is being processed.

3.4 Security certifications/third party accreditations of CSPs

As a part of ensuring security “of” the cloud across geographies, CSPs rely on global security standards.
Security certifications & accreditations from reputed third-party organisations like the 1SO 27001,
FedRAMP, GDPR, NIST 800-17,1 SOC 2, or CSA STAR reinforce trust and help users identify compliant
CSPs and demonstrate that the CSP follows globally recognised security and data protection best
practices. Accredited providers undergo rigorous third-party audits, offering transparency about their
operations, data handling, and security measures. Additionally, sector-specific certifications such as the
PCI-DSS, HIPAA/HITECH ensure security of sensitive data based on the requirements of their respective
industries. Many certifications map directly to regulatory frameworks; for example, the ISO 27001 is closely
correlated to (but not exactly mirrored in) the GDPR. Certifications tailored to regional laws (e.g., MeitY
cloud empanelment in India®®) ensure CSPs meet local compliance requirements, reinforcing sovereignty
for regulated sectors.

3.5 Limiting Operator Access

An important aspect of achieving cloud sovereignty and trust on the cloud is limiting access of the operator
of the cloud environment. As an extension of IAM mechanisms and the implementation of the principle of
least privilege, this layer of control ensures that sensitive information remains under the control of the data
owner rather than the CSP. This minimises the risk of unauthorised access, government overreach, or data
breaches. This can be implemented through a range of technical measures such as zero-trust
architectures, customer-managed encryption keys, confidential computing, and strict role-based access
controls (RBAC) prevent CSPs from viewing or processing data without explicit authorisation of the user.
These safeguards align with regulatory requirements, ensuring compliance with data protection laws while
maintaining security, privacy, and operational control over cloud-stored data, even in multi-tenant
environments.

Continued access to data and infrastructure is integral to maintaining sovereignty in the cloud environment.
Disruption of access to workloads can impact revenue, productivity and customer trust for cloud users.
Resilience on the cloud refers to the ability to recover from infrastructure or service disruptions, to
dynamically acquire computing resources to meet demand, and to mitigate disruptions, such as
misconfigurations or network issues.? At its core, resilience refers to foreseeing disruptions to technology
services and planning for both business continuity and recovery.**

Resilience comprises the following key elements:

. High availability: This refers to the ability of a system or application to remain operational and
accessible with minimal downtime, even during hardware failures, network issues, or maintenance
activities. It is achieved through redundant infrastructure and robust system design to ensure
continuous service delivery and meet predefined uptime requirements.

. Fault tolerance: This refers to the ability of a system to continue operating correctly even when some of
its components fail. This is achieved through mechanisms like redundancy, replication, and failover
systems that ensure seamless recovery and prevent disruptions to service.”
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. Disaster-recovery: This refers to strategies and processes implemented to restore systems, data, and
applications to a functional state after a major disruption such as natural disasters, cyberattacks, or
system failures.? It typically involves off-site backups, failover systems, and predefined recovery plans
to minimize downtime and data loss, ensuring business continuity. Key metrics that can measure this
element include mean time to recovery (MTTR), recovery time objective (RTO), and recovery point
objective (RPO).

5. Jurisdictional control over data

Concerns regarding extraterritorial reach in the cloud and limitations to access to data in the cloud are
addressed under this pillar. Jurisdictional control over data is fundamental to cloud sovereignty as it
ensures that data generated within a nation is subject to its own laws and regulations, rather than those of
foreign entities. Retaining jurisdictional control allows nations to safeguard critical information, enforce
privacy laws, and ensure compliance with local standards. Typically, MLATSs or similar agreements facilitate
data exchange between countries.

A notable challenge arises with laws like the American Clarifying Lawful Overseas Use of Data Act (CLOUD
Act),?” which allows U.S. authorities to access data stored by U.S.-based cloud providers to investigate a
crime, even if the data resides in another country. Such extraterritorial reach can conflict with local data
sovereignty laws, posing significant risks to national security and privacy. (It should be noted that the
CLOUD Act operates under certain very specific conditions, that is, only in criminal investigations and only
with either the consent of the subject, a warrant issued by a US court or in accordance with an agreed
bilateral agreement.?® The Act also creates a framework for bilateral agreements between governments to
dictate cross-border access to technology companies’ data).*

6. Portability

Evolving needs and technological advances may demand shifts in technology service providers. Any
hinderance in the ability of users to migrate in the cloud environment impacts their control, and thereby
sovereignty. Portability is the ability to seamlessly move applications, data, and workloads between different
cloud environments or back to on-premises systems without significant vendor lock-in. A consumer may
want to migrate their workloads to leverage advantages of other cloud service providers, such as cost
efficiency, innovative alternatives or more compliant providers. Portability reinforces technical sovereignty
by empowering organisations to retain technical autonomy, foster competition among CSPs, and ensure
service quality and cost efficiency. Portability also enhances resilience by enabling multi-cloud strategies,
where workloads are distributed across providers. This reduces dependence on a single provider and
mitigates risks associated with outages, geopolitical events, or policy shifts.

We argue that any cloud offering that meets the criteria listed above can be said to offer sufficient
controls and sovereignty to its users over their data and applications. By addressing critical
concerns such as cross-border data transfers, unauthorized access, and vendor lock-in, cloud

solutions can enable organizations to assert ownership and control, and provide operational
autonomy in way that supports sovereignty requirements. In the next two sections, we will look at
how these pillars are implemented in the cloud ecosystem, both internationally as well as in India.
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CHAPTER 3: HOW DO OTHER JURISDICTIONS TACKLE CLOUD
GOVERNANCE & SOVEREIGNTY?

The widespread adoption of cloud globally has led to governments around the world prioritising efforts that
will assert or enhance cloud sovereignty via existing regulatory frameworks or in some cases, specialised
policies. For instance, approximately 83% of countries have put in place legislations to secure the
protection of data and privacy - there are now 145 UN Member States (around 3 of 193 total) who have
adopted comprehensive data protection legislations;*® there are around 30 countries with pending bills.®" In
this section, we map out different approaches taken by governments to enhance cloud sovereignty in their
respective jurisdictions.

China approaches digital sovereignty in a state-centric manner.* It does not have an overarching legislation
to regulate cloud but it strictly monitors data protection through an extensive legislative framework:
Cybersecurity Law (CSL) (2017)* lays down a security framework to safeguard the collection, use and
protection of personal information;* Data Security Law (2021) builds on CSL and adds guidelines for
handling and classifying data, more stringent enforcement measures, data transfer controls and risk
assessments; and Personal Information Protection Law (2021) added an additional regulatory layer.

The Chinese government has issued guiding policies on promoting the development of cloud computing
through innovation, strong security capabilities, adoption of safe and reliable cloud computing practices,
enhanced cloud computing abilities etc. They have also issued opinions on tackling security issues,
combining cloud computing with more traditional industries to boost its use and practices to encourage
research and development.®®

In 2016, the Chinese government released draft rules to regulate cloud services for public consultation,
however, this has not been implemented yet.*® The rules sought to set up a licensing regime for cloud
service operators, place restrictions on foreign investment in cloud services, prescribe reporting
requirements and restrict access for foreign companies who wish to operate cloud service in China (among
other measures).

The EU seeks to establish digital sovereignty through comprehensive and strict regulatory oversight; its
legislative and policy frameworks prescribe extensive rules. For example, to ensure cybersecurity, policies
such as the GDPR and the Data Governance Act mandate entities must put in place adequate access
controls like anonymisation, pseudonymisation, encryption etc. to prevent unauthorised access or use of
data. Data protection is sacrosanct to EU’s concept of digital sovereignty®” and is accounted for across all
relevant regulatory or policy frameworks. The EU is currently reevaluating its approach to simplify and ease
the compliance burden owing to the GDPR.*
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A more normative approach is taken towards data classification and controls. For example, the GAIA-X
labels data representing different degrees of compliance regarding factors like transparency, security, and
interoperability whereas the GDPR categorises personal data based on its sensitivity. The Draft EU
Cybersecurity Certification Scheme is a voluntary certification that lists internal protocols cloud services
must meet while clearly demarcating responsibilities of the cloud service provider and customer.* The
certification is in its draft stages and is yet to be published. Resilience is also addressed through multiple
measures. For instance, the GDPR compels controllers and processors to ensure the availability and
access to personal data in the event of a physical or technical incident, but the Data Governance Act
envisions resilience and continued access to data through the lens of business insolvency.

Australia governs cloud through a combination of laws, policies, guidelines and frameworks aimed mostly at
cybersecurity and data protection that are either industry specific or more generic at the federal or state
level. These are principle-based laws that focus on the intent behind the principle, enabling greater
flexibility, and are “technology neutral”.*

Australia has also created guidelines and policies that can offer guidance to government entities in their use
of cloud services. For example, the Australian Signals Directorate Cloud Computing Security
Considerations*' was created to help government agencies assess the cybersecurity risk of cloud services,
and includes factors like business continuity and disaster recovery, data portability and segregation, ability
to retain legal ownership of data, and protection of data (including sensitive data) from unauthorised access
by third parties. More generally, frameworks such as the Information Security Manual (which delineates
principles and actionable guidelines and to help organisations shield themselves from cybersecurity threats)
and the Essential Eight (baseline standard to help businesses mitigate cybersecurity threats and data
breaches recommended by the Australian Signals Directorate) give technical guidance and support to both
private as well as government entities looking to set up any IT services and infrastructure, including cloud.

Singapore too does not have any dedicated legislation specifically addressing cloud governance. The focus
is predominantly on data protection, which is governed by the Personal Data Protection Act (PDPA). The
PDPA only addresses cybersecurity to the extent of data breach notifications to the Personal Data
Protection Commission and affected individuals. The Cybersecurity Amendment Act requires owners and
operators of computer systems involved in the provision of essential services i.e. critical information
infrastructure (CII), to meet certain cybersecurity standards, ensure operational resilience, conduct risk
assessment and report incidents. The Act was amended this year to include cloud computing and data
service centres.* The Singaporean Personal Data Protection Commission has also introduced a guide to
help cloud platforms implement “good practices” to secure personal data and prevent data breaches.*

The US stands out for its minimalist approach to rulemaking for digital or cloud sovereignty and does not
explicitty endorse the concept of “digital sovereignty”.** Its policies are usually focused on protecting
American data in other jurisdictions.*® Within the US, technology companies self-regulate and are subject to
minimal state intervention,* in line with its “bottom-up multi-stakeholderism” approach to the internet where
private sector and civil society participation are essential to internet governance.*’

Cloud computing is mostly carried out through commercial contracts, which are a matter of state law.
Additionally, data protection and security implications are governed by state-level privacy laws or federal
sectoral regulations for industry-specific data. For example, the California Consumer Privacy Act (CCPA)
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grants California residents’ rights over their personal data, including the ability to access, delete, and opt-
out of its sale. It aims to enhance transparency and accountability in how businesses handle consumer
information. These regulations seem to prioritise data security and breach notification provisions rather than
making sure its citizens’ data remains within the country i.e. data residency.*

Interplay between Cloud Sovereignty and National Capabilities

Balancing innovation, sovereignty, and security remains a challenge for all nations. The U.S. favors a light-
touch regulatory approach, emphasizing innovation and market-driven growth. This fosters innovation, rapid
technological advances and global market leadership but can lead to inconsistent data protection standards
and vulnerabilities in critical sectors. In contrast, China exercises strong state control, prioritizing national
security and digital sovereignty. This ensures control over sensitive data and aligns with China’s broader
economic and geopolitical goals. However, it can stifle innovation due to burdensome compliance
requirements and limited interoperability with global systems. This could explain the lack of globally
competitive and trusted Chinese cloud companies. This will ultimately negatively impact the domestic
industry. The EU adopts a middle path with GDPR and initiatives like Gaia-X, emphasizing both security
and innovation. While it creates a high standard for data protection, it can increase compliance costs.

Ultimately, access to technology and capabilities must be balanced with the intention behind any
national policy. Digital sovereignty should include the strengthening of domestic data infrastructure
and creating conditions for development and deployment of domestic capabilities. Technological
capability must be built in partnership with whoever has it, and reliance needs to be placed on the
expertise and know-how of international CSPs. Countries often partner with private players in order
to modernise their cloud computing infrastructure. For example, the IT Ministry launched MeghRaj
2.0, a hybrid cloud solution developed through a public private partnership, to enhance India’s

cloud computing capabilities and advance the nations digital transformation objectives.*

Different jurisdictions seek to ensure cloud sovereignty through a range of measures. However,
laws alone are insufficient without technical enforcement mechanisms. Ultimately, while legal
frameworks define sovereignty requirements, it is technical implementations, such as data
residency controls, access restrictions, and compliance monitoring, that make sovereignty
operationally enforceable in a globally interconnected cloud environment.




Building Digital Trust: Enabling Cloud Sovereignty through Policy and Technotogy

CHAPTER 4: GOVERNING INDIA’S CLOUD ECOSYSTEM

Evaluating Regulatory Frameworks Against Cloud Sovereignty Pillars Across
Stakeholders

India’s cloud first policy and MeitY empanelment framework drove the adoption of cloud services within the
Government of India, while ensuring regulatory safeguards prescribed under the IT Act. MeitY has served
as the nodal agency for facilitating the adoption of cloud for government functions; in 2014 NIC launched
MeghRaj, the first national cloud.

The objective of the Gl cloud was to optimise infrastructure utilisation, accelerate the development and
deployment of eGov applications, replicate successful applications across states by avoiding any
duplication, and simplify the procurement process of certified applications. The architectural vision of the Gl
cloud involved a set of discrete cloud computing environments spread across multiple locations, built on
new or existing infrastructure, and following a set of common protocols, standards and guidelines set by the
government. To implement this, the government introduced the empanelment process for private cloud
companies which accounted for the gap in technical knowledge with the government and helped resolve
trust issues by building in adequate regulatory and compliance requirements. India now boasts of 23
empanelled private cloud service providers. MeitY’s empanelment framework for CSPs offers benefits to all
stakeholders involved - the guardrails help build trust in CSPs, which then aids the government and
regulated sectors to rollout services and applications on a larger scale than they otherwise would.

Governance of Cloud in India

Cloud services in India operate within a multifaceted regulatory landscape shaped by layers of governance.
First and foremost, cloud services observe the principal legislations, including the IT Act as governed by
MeitY, the nodal ministry for the electronics and IT industry. Cloud services engaged in regulated sectors
such as banking, insurance and health, are subject to sector-specific legislations. In addition to protocols,
standards and guidelines under the Empanelment Framework, MeitY has also issued cloud-specific
guidelines and best practices. Furthermore, cloud service usage is bound by contractual agreements
between the cloud service provider and consumer, which lay out various aspects including service-level
agreements, data management and security, and compliance and legal obligations. Combined, this layered
approach provides a comprehensive regulatory environment for the proliferation of cloud services in India.

1. Nodal regulation: Cloud services are required to comply with obligations under various legislations:

a.Information Technology Act, 2000: The Act prescribes obligations for data protections, cooperating
with government authorities, due diligence and cyber-incident reporting. The government is looking
to revamp India’s digital laws, including the IT Act, through a proposed Digital India Act.

b.For conduct of businesses, like all other entities, cloud services are governed by various regulations
such as the Indian Contract Act, 1872.
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2. Sectoral regulations: As noted earlier, similar to IT service providers, cloud services are subject to
outsourcing and cyber security requirements imposed by sectoral regulators like the RBI, IRDAI, National
Health Authority, among others.

a.RBI Master Direction on Outsourcing of Information Technology Services, 2023

b.SEBI Framework for Adoption of Cloud Services

c.Information and Cybersecurity Guidelines, 2023, IRDAI

d.Circular regarding the Adoption of cloud services by intermediaries regulated by PFRDA®

3. Empanelment Framework: As indicated above, the government has driven cloud adoption through the
‘MeghRaj’ cloud computing initiative. The government regulates cloud services through their empanelment
as government-approved cloud service providers. The cloud empanelment process is highly rigorous,
designed to ensure only secure, reliable and compliant cloud services providers can offer services through
the Gl cloud. The pre-qualification criteria for empanelment requires CSPs to be registered in India with
data centre facilities present within the country, adhere to the IT Act, all data is required to be stored and
processed within the legal boundaries of the country, and provide various 1SO certifications. CSPs are
required to adhere to technical requirements including security controls and service availability, a host of
legal and compliance requirements, service-level agreements requirements that entail provisions for
interoperability, data portability and exit management, disaster recovery and business continuity
requirements, and contractual terms and conditions to achieve empanelment for the delivery of their
services. Compliance is verified through a rigorous audit conducted by the Standardization Testing and
Quality Certification Directorate. Following empanelment, the CSP is also required to undergo a periodic
audit for minimum security requirements and any additional requirements specified by MeitY.

4, Guidelines and Best Practices: In addition to the regulatory framework, MeitY has also issued a set of
guidelines including Cloud Security Best Practices, Cloud and Disaster Recovery best practices, guidelines
for Master Service Agreements and Service Level Agreements, among others.

5. Contractual Arrangements: Cloud services primarily operate on a B2B model, where businesses
negotiate service-level agreements (SLAs) and contractual terms directly with cloud providers. These
agreements outline compliance requirements, access restrictions, and dispute resolution mechanisms,
reducing reliance on government-imposed regulations. They can demand technical safeguards such as
encryption, audit logs, and customer-managed keys. This contractual flexibility allows cloud sovereignty
concerns to be addressed dynamically, making prescriptive regulatory interventions less necessary in B2B
cloud service relationships. These SLAs are also informed by guidelines published by MeitY mentioned
above.

As discussed in Chapter 2, cloud sovereignty hinges on certain pillars that ensure control, security, and
compliance within cloud computing environments. We now map out how these pillars are provided for in
existing regulatory frameworks in India and further delineate the roles and responsibilities of the actors
involved (that is, governments, CSPs and cloud users).

. MeitY’s empanelment process for cloud service providers mandates that data centre facilities be
present in India and requires that all storage and processing functions are carried out within the
boundaries of India.®’



19
_ Building Digital Trust: Enabling Cloud Sovereignty through Policy and Technology

. Sectoral regulation for cloud use by entities regulated by the Securities and Exchange Board of India
(SEBI) mandates that “data should reside/be processed within the legal boundaries of India”® to ensure
that access to data can be guaranteed and SEBI’s right to search and seize data are not affected by the
adoption of cloud services.

. The Reserve Bank of India (RBI) in 2021 directed ‘payment system operators’ to ensure that data
related to payment systems operated by them are stored inside India within a specified period. It said
that gaining ‘unfettered supervisory access to data’ was integral to the process of enhancing
cybersecurity in India’s digital payments ecosystem.>

. India’s nodal data protection legislation - the Digital Personal Data Protection Act, 2023 (DPDP Act)
makes provisions for the government to restrict the transfer of personal data to notified countries. The
Draft Rules to the DPDP Act now propose that the government can specify conditions on any outbound
transfers of personal data from India by either Indian or foreign businesses - thus restricting free cross-
border movement of data. Additionally, large businesses processing substantial amounts of data -
classified as Significant Data Fiduciaries (SDFs) - may now face a data localisation obligation for
specific classes of personal and related traffic data. A government-appointed committee is proposed to
notify certain categories of data which SDFs cannot transfer outside the territory of India. The Draft
Rules are undergoing public consultation, and the final inclusion of the localisation mandate awaits
notification.

« CSPs provide tools and services for compliance with data residency norms like geo-fencing, region-
specific data storage, and provide preventive, detective and proactive guardrails to ensure compliance.

. As the owners of the data stored on the cloud, users should undertake data mapping to understand
what data they possess, where it is located and whether there are relevant data localisation mandates.
Accordingly, in line with relevant regulations, they should define necessary data residency controls,
conduct regular audits, define clear data governance policies, and ensure contractual agreements with
CSPs align with local laws. While CSPs provide tools for compliance, the ultimate responsibility lies with
cloud users to properly configure and manage their data.

India’s efforts to retain data within its borders are largely driven through the empanelment process
and sector-specific legislations. While the DPDP Act has no data residency provisions, the
proposed implementing rules introduce a data localisation framework, thereby awaiting further
clarity. Currently, CSPs provide readily available offerings along with controls, allowing

organisations to implement data residency requirements efficiently. Current CSP offerings ensure
that organizations meet the data residency requirements mandated through various
government regulations and policies.

Data Control and Ownership

PN
Government: FoovS
[T

. MeitY’s Guidelines for Strategic Control in Outsourced Projects, 2010** emphasizes that the control
over data and applications must be retained by the government departments/user organizations.
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. MeitY Cloud Security Best Practices highlights on the importance of access control in data protection,
and the need for users to ensure necessary administrative and technical controls are in place to
manage data access.

. The SEBI Framework for Adoption of Cloud Services, 2023% stipulates that the user, in this case the FS
Regulated Entity, shall retain complete ownership of all its data and logs, encryption keys, etc. residing
in the cloud.

. CSPs enable users to have complete ownership and control of data they upload on cloud and further
empower them to fine grain access control through a combination of technical and operational
measures.

. CSPs have developed solutions to ensure customers retain full control and ownership of their data and
applications and completely restrict operator access to customer data even during processing.
Technologies like AWS Nitro and Azure Confidential Computing offload many traditional hypervisor
functions to dedicated hardware, creating a secure and isolated environment where even CSPs/root
users cannot have unauthorised access to customer workloads or data while in processing.* Such
innovations are particularly relevant for industries like finance, defence, and healthcare, where
compliance with stringent data sovereignty laws is mandatory.

. Research suggests that users should recognise the need for their own technical strategies rather than
solely relying on the CSPs products or services.”” Cloud users can use technical measures such as
encryption tools, customer-managed keys, cloud hardware security modules® to enhance control over
encryption keys, preventing cloud providers or unauthorised entities from accessing their data.

Cloud service delivery is architected in a manner that provides users complete control and
ownership over their data and applications hosted on the cloud. The responsibility of data

management rests on the cloud user, and this is emphasised by guidance provided by MeitY and
SEBI.

Security and Data Protection

Security:

)

Government:

. Regulations such as the CERT-In 2022 Directive® mandate enhanced security measures for cloud and
other service providers and reporting of cyber incidents within prescribed timelines.

. MeitY Cloud Security Best Practices provides a shared responsibility model with distinct responsibilities
of the cloud service provider and cloud user organization. While acknowledging areas of overlap in
certain service delivery models, the guidance emphasizes on the government department’s
accountability to secure its data.

. MeitY’s Guidelines on Best Practices for User Departments on Cloud Security®® advocates for
measures such as having a layered approach to security (that permeates all levels, from data to
applications and
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networks as well as perimeter and physical), conducting regular cloud security assessments,
implementing a zero trust system (which requires stringent verification of identity for each device and
person trying to access resources on a private network, regardless of their position within or outside of
the network perimeter).

Physical & Perimeter

Identity & Access
Network

Host/Computer

Application

Data

Layered Approach to Security, as envisaged by MeitY’s Cloud Security Best Practices®

. The DPDP Act further includes provisions relating to reasonable security measures by service providers
and reporting of personal data breaches. In addition to this, sectoral regulators provide cybersecurity
guidelines for outsourcing technologies.

. The Draft DPDP Rules require data fiduciaries to ensure minimum reasonable security standards like
deploying data security measures through encryption, obfuscation or masking or using virtual tokens
and maintaining data backups to ensure continued data processing in case of a personal data breach.

. The RBI Master Direction on Outsourcing of Information Technology Services, 2023% provides a
security framework highlighting shared responsibility between the user and the CSP. The user’s efforts
in securing their data and applications are required to be complemented by the CSP’s cyber resilience
controls. Common touchpoints for both parties are in ensuring continuous and regular updates of
security-related software including upgrades, fixes, patches and service packs for protecting the data
and application from advanced threats/ malware.

. The SEBI Framework for Adoption of Cloud Services, 2023% supports a shared responsibility of any
function or task between CSPs and users, and mandates delineation of tasks between the two parties.

. CSPs provide security features to tackle security challenges that could include data encryption, identity
and access management, observability and logging such that customers can ensure that their
applications and data are secure on the cloud.

« CSPs provide customers the requisite security controls to secure their data based on its sensitivity and
classification.

. All major CSPs provide IAM solutions with variations in architectural patterns, security frameworks and
operational strategies, and allow consumers to use additional third-party solutions if needed.
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. Certified CSPs provide confidence that their service aligns with national or international data
sovereignty requirements. Most global cloud services have comprehensive compliance controls. For
example, AWS supports 143 security standards and compliance certifications for customers to meet
compliance requirements around the globe.®

. CSPs offer customers the option of enlisting cloud-native services or outsourcing encryption and key
management systems with multiple models for different key management characteristics, and help
users meet regulatory standards.

. Security in the cloud ecosystem is grounded in a shared responsibility framework, wherein the user is
responsible for security “in” the cloud while the cloud service is responsible for security “of” the cloud.
The user should factor in security measures while architecting applications and services. Organisations
must understand these threats and acquire knowledge on how to develop defensive strategies to utilise
and even operate a secure cloud network.

. Customers must ensure a “secure by design approach” while developing their applications. In the
context of cloud computing, this means designing cloud systems with built-in safeguards, such as
secure APls, robust access controls, and compliance-ready configurations to pre-empt vulnerabilities.®
By embedding security into the design, organisations can reduce risks, ensure regulatory compliance,
and enhance trust in their cloud infrastructure.

. By maintaining stringent access controls, organisations can reduce the risk of data breaches and
ensure compliance with data sovereignty regulations.

Data Classification:

. The Indian Governmental Cloud Selection Framework published by MeitY®® provides guidance for
security categorization that is compliant with the NIST Special Publication 800.®” A risk assessment
model is used to determine the sensitivity of data based on which suitable controls are recommended.
The risk assessment model classifies data into 3 categories in addition to a separate classification for
“Secret” data.

. In addition to guidelines from MeitY, industry bodies have also worked on developing data classification
mechanisms. For example, the DSCI’s proposed three tier categorization system® divides data into 3
categories (non-sensitive or public data that is unclassified and low impact; restricted or administrative
data with medium impact; and finally government highly confidential data with high impact) and maps
this against the MHA’s Data Classification levels (Unclassified, Restricted, Confidential, Secret & Top
Secret) and suggests cloud deployment models against each.
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MHA’s Data
Classification

Suggested Cloud
Deployment Model

Tier 1: Non-sensitive
or public data
(unclassified);  low
impact

Open Data, Public Data,
Non-Sensitive
administrative
information, website
hosting public information

Level

UNCLASSIFIED

Level 1: Basic Security -
Cloud infrastructures in
conformance with security
best practices standards
and guidelines

(1ISO 27001/17/18, and
MeitY Cloud Guidelines)

Tier 2: Restricted or Restricted matters, RESTRICTED & Level 2: Strong Security -
administrative; business or CONFIDENTIAL Level 1 plus additional
medium impact administrative data, security controls, e.g.,
emails, client support and strong identity
CRM systems, financial authentication (MFA),
records, and medical mandated data
records; citizens’ identity encryption, and high-
and social security data availability architecture

Tier 3: Government
highly confidential or

Government documents
and applications dealing

SECRET
TOP-SECRET

&

requirements.

Level 3: In-Depth
Protection - Level 2 plus

above; high impact with matters of additional security
international controls, e.g., encrypted
negotiations; technical private network link to the

matters of military nature
or requiring higher
protection

CSP’s data centre or
network access points,
virtual network separation

between departments,
use of dedicated
instances.

An example of a data classification framework, suggested by the Data Security Council of India

. Data classification is sometimes mandated in sector-specific legislation in India, such as in the case of
the RBI Master Direction on Outsourcing of Information Technology Services, 2023, driven by the need
for safeguarding customer financial information.

. Standards organisations such as ISO and NIST have also suggested certain classification methods in
cases where specialised security controls must be rolled out. For example, ISO 27001 classifies data
according to sensitivity and their worth, allowing it to satisfy the ISO standard's goal of avoiding
unauthorised disclosure of data or alteration. Similarly, NIST's SP 800-53 standard mandates a
categorization of data to assist US federal agencies in more efficiently building and managing their
information technology systems. Internationally recognised associations such as the Cloud Security
Alliance (CSA) have also released industry norms like the Cloud Controls Matrix,*® which includes
classification guidelines for data along parameters such type, origin, legal limitations and context.
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. CSPs provide users with the required tools and services to implement data classification or enable
cloud users to implement this through third-party mechanisms.

. As only the user is aware of the contents of their data on the cloud, it is under the remit of the user to
administer appropriate classification and security controls for their data.

Data Protection:

. Data protection legislations delineate obligations expected from data fiduciaries - those who collect data
from users and determines the purpose and means of processing of personal data - and data
processors - those who process the data on behalf of the fiduciary. Data protection compliance
obligations are laid out for data fiduciaries, since they collect data and are responsible for its protection.
For instance, under the DPDP Act, data fiduciaries are expected to obtain informed consent from data
principals through a notice, implement minimum security measures, intimate data breaches and erase
data when requested or the purpose has been fulfilled. However, data fiduciaries through contractual
arrangements may require data processors to ensure compliance with reasonable security safeguards
and audits, among others. In a cloud ecosystem, CSPs function as data processors who process data
as instructed by the data fiduciary (cloud users). Thus, it is important for users of cloud services to be
compliant with these data protection requirements.

The policies surveyed indicate varying levels of security protections based on sectoral
requirements and build on MeitY’s shared responsibility model to demarcate roles and
responsibilities of each stakeholder involved. Furthermore, they account for adherence to global
security certifications by CSPs. However, a crucial aspect of ensuring security is the classification

of data that is currently not adequately addressed in existing policies/guidelines. While the Ministry
of Home Affairs has a data security classification policy in place, this may not be readily adaptable
for diverse business needs in an IT/cloud environment.

Resilience

PN
Government: F v

. The MeitY Empanelment Framework accounts for resilience requirements including disaster recovery
and business continuity with baselines RPO and RTO requirements. Departments are advised to tailor
disaster recovery requirements based on their needs. Disaster recovery is also addressed under
MeitY’s guidelines for SLAs, in addition to providing detailed Disaster Recovery Best Practices.”

« The RBI and SEBI frameworks mandate cloud users to develop and establish a robust framework for
business continuity and disaster recovery in line with instructions issued by respective authorities and
ensure that their IT service providers can meet their requirements.
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. CSPs typically drive high availability and fault tolerance by developing strong infrastructure design. One
example is the use of multiple isolated and physically separate zones within a geographic area, which in
turn has multiple data centres and is equipped with effective power, cooling systems, physical security
and is connected with redundant, ultra-low latency networks, providing resilient and scalable
infrastructure. Further, redundancy is ensured by compartmentalising infrastructure and services to
mitigate the effects of fires, natural calamities, or any other events.”

. Technological developments like “cell-based architecture” enable cloud services to provide sustained
services without interruptions by employing an application design that is tolerant of failure. By offering
multiple instances of the same services that are isolated from each other, consumers can continue to
provide services to end users despite instances of excessive load or failure.

. Cloud users play an important role in building resilient cloud environments by ensuring their service is
configured securely, encrypt data and further build resources by redundancy. It is important to
remember that unlike availability and fault tolerance - which are the remit of the CSP except for on-
premises cloud solutions - disaster recovery needs to be architected by the organisation as per its
specific needs. Cloud users will be aware of their disaster recovery requirements and are responsible
for architecting solutions while factoring in applicable regulations. However, all three requirements are
defined in and met through Service-Level Agreements. Cloud users should adequately state their
requirements and verify the inclusion of these requirements based on their needs. Resilience benefits of
the cloud can be captured only when users design, architect and implement patterns to meet their
needs, such as simplifying technology, automating functions and leveraging all the capabilities of the
cloud ecosystem.™

The surveyed policies make efforts of fulfilling the three critical elements of a resilient cloud - high
availability, fault tolerance and disaster recovery. While CSPs provide for high availability and fault
tolerance by building supportive infrastructure, however, disaster recovery remains the

responsibility of the wuser. All three elements are accounted for under contractual
arrangements/SLAs.

Jurisdictional Control over Data

This pillar of cloud sovereignty primarily tackles with the access to citizen data by Law Enforcement
Agencies (LEAs) from other jurisdictions and can be suitably addressed through Government intervention.
For example, under the draft DPDP Rules under finalisation, it is proposed that significant data fiduciaries™
be subject to restrictions on transfer of any personal data (and related traffic data) outside India, as
identified by Government basis recommendations of a committee to be established.

Concerns regarding extra-territorial access to citizen data stemming from the CLOUD Act introduced by the
US government remains a point of concern despite mechanisms under the Act for companies and the
courts to reject or challenge requests for data access, if the request is believed to infringe on the privacy
rights of the foreign country national. This can also be addressed by countries signing bilateral treated with
the USA.
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MLATSs or similar agreements facilitate data exchange, and the government should consider improving such
frameworks to strengthen digital sovereignty. Currently, multiple countries and regions have MLATSs such as
the EU-US MLAT, ASEAN MLAT, and India has over 40 MLATs.”* When no MLAT exists, countries can
also use instruments such as Letters Rogatory to seek the assistance of foreign governments for LEA
access to data. However, MLATSs currently lack the operational efficiency for swift and streamlined access
to data. Formats for seeking data are not uniform, there exist communication gaps locally and between
countries, and the process is often time consuming.”

Cross-border data access is provided for through MLATSs. India currently lacks robust MLATSs for

law enforcement data access.

Portability

. The MeitY Empanelment process covers various exit management and interoperability requirements
that support open-source APIls, and data portability for migration back to on-prem or to a different
CSp.”®

. The SEBI framework mandates users to implement data portability as a part for their exit strategy, while
the RBI framework suggests the same as a guidance.

. Additional guidance is also provided in MeitY’s Cloud Best Practices that advises user departments to
factor in the issue of cloud vendor lock-in as a part of key design considerations while adopting cloud
technologies. MEITY has constituted a multi-stakeholder committee to suggest a cloud interoperability
and portability framework that would enable organizations to easily migrate from one cloud environment
to another.”

. It is a commercial imperative for a CSP to offer interoperability with innovative solutions to meet
consumer demand. As customers onboard new IT tools and services, they seek suitable spaces to run
each of these workloads. To compete effectively, CSPs must architect their cloud solutions to support
interoperability with the customer's existing IT solutions. The flexibility to migrate across cloud
environments without restrictions helps build long-term customer trust.

. CSPs can enhance portability by ensuring that migration of data from their platforms is easy - through
measures like reducing egress fee (charges incurred for moving data out of a cloud) or provision of
migration tools to ensure a smoother transition.

« Cloud services have been promoting portability by supporting open standards, embracing
containerisation technologies like Docker and Kubernetes, developing cloud-agnostic tools, offering
multi-cloud management platforms, and collaborating with industry bodies to establish common
portability frameworks.

. Hyperscalers now offer free outbound data transfers to support transitioning onto a different cloud or
on-premises, thereby promoting mobility and reducing vendor lock-in.

. Cloud users should account for portability clauses in their contractual arrangements with CSPs.
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. As the user has complete control over the data in the cloud, they can employ open source/portable
formats for storing data to ensure that data can be moved on and off the cloud storage at any time.

. Further, cloud users should architect their applications to ensure portability. Mitigating against lock-in
requires deployment practices and pre-planning and architecting with transience in mind.

. Some important application portability considerations include: (i) incorporating REST APIs with popular
industry standards like HTTP, JSON and OAuth to abstract applications; (ii) separating business logic
from application logic with clear documentation; (iii) Using container technologies to help isolate
software from its environment and reduce dependencies.

Portability is accounted through contractual arrangements, as in the case of resilience. Seamless
data transfer between different CSPs requires the compatible data storage formats and limited
egress fee. However, while some hyperscalers can offer tools to migrate data and zero egress

fees, this is not implemented by all CSPs. Also, users sometimes do not factor in portability while
architecting their applications on cloud.
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CHAPTER 5: CONCLUSION & RECOMMENDATIONS

Cloud services offer a secure, reliable and configurable platform for organizations to digitise, scale,
innovate and adapt their services to evolving technologies. However, concerns regarding control, security
and compliance, if sufficiently addressed can help realise this potential. Cloud sovereignty and digital trust
are enabled through a combination of policy frameworks, technical controls offered by CSPs and
contractual arrangements. International and domestic regulations - whether sectoral or nodal - touch upon
the identified pillars of cloud sovereignty. For instance, regulatory frameworks such as the EU’s GDPR, and
India’s DPDP Act and Draft Rules, account for security, data protection and access controls. Different
nations enforce data and cloud sovereignty through a combination of regulatory frameworks and policy
guidelines but ultimately rely on technical controls provided by CSPs and administered by cloud users to
implement these mandates effectively. While policy frameworks are important, they are not enough and
need to be supplemented by technical controls which can adapt to the changes in technology.

CSPs offer a wide range of technical controls such as data residency guardrails, robust IAMs, encryption
with customer-managed keys, confidential computing, and zero-trust architectures to restrict unauthorised
access to data and provide a secure cloud environment to their customers. These technical controls ensure
adherence to legal frameworks and further cloud sovereignty principles by providing real-time, enforceable
measures that can adapt dynamically. By leveraging these tools, government departments and enterprises
can ensure data control, security, resilience and technical autonomy, and meet the evolving sovereignty
and security requirements.

Thus, to achieve a durable foundation for cloud sovereignty, the government should prioritise efforts to
further strengthen the identified foundational pillars of cloud sovereignty. Based on our analysis of existing
policies and commercial offerings, we recommend the following measures to build a resilient and secure
cloud ecosystem:

- While regulatory frameworks establish the foundational principles
for maintaining sovereign control over technologies, it is technical controls that provide the necessary
agility and adaptability to keep pace with rapidly evolving technological landscape. To effectively uphold
digital sovereignty, the government must recognize and embrace the critical role of technical controls as
facilitators for translating policy objectives into practical, enforceable outcomes. Technical controls on the
cloud can enhance cloud sovereignty by ensuring that data and applications remain under the control of
the cloud user, while securely leveraging cloud infrastructure. These measures can include data
residency guardrails, encryption at rest and in transit, customer-managed keys (CMK), confidential
computing, stringent IAM etc. To leverage these controls effectively, organisations should implement a
layered security approach, ensuring compliance with local regulations while maintaining operational
efficiency. Policies should provide simplified guidance for cloud users to implement technical controls that
are outcomes driven.
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B Enhance India’s cloud through public-private partnerships - In order to meet India’s growing digital
and cloud requirements, the government should make a proactive effort to leverage technological
capabilities and infrastructure of the private cloud ecosystem. The investments by hyperscalers to
enhance resiliency and reliability of their infrastructure (by architecting for high uptime) as well as
maintaining the highest levels of cybersecurity can help organisations and governments meet their
sovereignty and security requirements. This is evidenced in hyperscalers’ support for the seamless roll-
out of several e-Governance and citizen delivery projects in India. Their investments in data centers,
innovation hubs, and skill development can bolster India’s digital ecosystem and enhance global
competitiveness.

B Provide a simplified and enabling data classification framework - Cloud users need to classify their
data based on sensitivity and operational impact to ensure proper implementation of security controls.
However, in the absence of adequate guidance on data classification, sometimes organisations struggle
to classify their data for IT environments. This ultimately hinders their adoption or migration to cloud.
Existing data classification frameworks may not be easily adaptable to business requirements. Hence, a
simplified data classification scheme drawing from existing frameworks such as NIST can help
organisation tailor their security and privacy controls while leveraging the potential of cloud.

N Reinforce Jurisdictional Control through MLATSs - Jurisdictional control over data is fundamental to
cloud sovereignty, as it ensures that data generated within a nation is subject to its laws and regulations
rather than those of foreign entities. As indicated in Chapter 4, jurisdictional control over data is not
adequately addressed through existing legislative frameworks. When sensitive data is hosted on servers
outside a country’s borders or by providers subject to foreign legal obligations, it creates the risk of
unauthorised access or misuse, particularly in cases of conflicting legal frameworks. Retaining
jurisdictional control allows nations to safeguard critical information, enforce privacy laws, and ensure
compliance with local standards. Extraterritorial reach can conflict with local data sovereignty laws,
posing significant risks to national security and privacy. To address this, law enforcement agencies
should establish clear frameworks for cross-border data access. Governments can also build in other
mechanisms to enable access to data such as bilateral and multilateral treaties. Strengthening India’s
mutual legal assistance treaties (MLATSs) or similar agreements can facilitate lawful data sharing while
respecting sovereignty.

B Aligning to international standards to promote portability - Ongoing discussions among global multi-
stakeholder groups such as the International Organization for Standardization (ISO) and the International
Electrotechnical Commission (IEC) are actively working on promoting cloud interoperability and portability
to foster a more collaborative cloud ecosystem. In this context, creating local standards or mandatory
requirements may inadvertently impede innovation and cross-border service delivery for local cloud
service providers. However, encouraging business practices that prevent vendor lock-in such as zero
egress for outward data transfers and promoting fair software licensing principles, can provide cloud
users greater flexibility and control over their data while promoting a competitive cloud ecosystem.
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